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PreResearch

modeling the first steps of a researcher

Research

research stages, methods and findings

Reverse Engineering

some of interesting cases - Please don't runaway :-)

Results
overview and pretty funny demo

Vulnerabilities

description of the whole bunch of bugs

DoS & Demo

detailed description of two DoS bugs and demo time!

Conclusion

just a conclusion :-)



PRERESEARCH

Research goals

Analyze and describe the protocol

Write scripts to communicate
with PLC via the protocol

Find vulnerabilities
in the protocol and PLC

Error status Power
/
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THE WORLD OF BYTES AND BITS
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REVERSE

Fixed Fixed
Value Value 2

ENGINEERING EYE-GINEERING
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M PROTOCOL B Fixed Value

Binary | ASCII
3E | 4E | 3E | 4E

Fixed value 2 bytes |2 bytes |4 bytes [4 bytes

Subheader  seriainumber /A lpbytes N/A  |abytes
Free  N/A  [pobytes NA  |abytes
NetworkNo.  [ibyte fibyte Pbytes [2bytes
PCNo.  libyte [ibyte @bytes [abytes

Access route Request destination module |/O -
No. 2 bytes |2 bytes |2 bytes |2 bytes
Request destination module ---
station No. 1byte [l byte

Binary | ASCII
3E | 4E | 3E | 4E

[Request] [Response]

Fixed value 2 bytes |2 bytes [4 bytes |4 bytes

Subheader |serialnumber  N/A lpbytesN/A  |abytes
Fee A PoytesN/A  lbytes
NetworkNo.  [ibyte [lbyte Pbytes |2 bytes
PCNo.  [ibyte [ibyte labytesabytes

Access route Request destination module -
/O No. 2 bytes |2 bytes |2 bytes |2 bytes

Request destination module
station No. 1byte [1byte [2bytes |2 bytes

End code 2 bytes |2 bytes |4 bytes |4 bytes

2 bytes |2 bytes

Command  [bytes pbytes 2bytes |2 bytes
subcommand  [Pbytes [pbytes 2bytes [2 bytes

Number of word access points ---
Number of double word access ---

End code

points
Device number

Device code

“"The Sum Of All Fears,
When ICS SCADA Are Compromised”

Selmon Yang, Mars Cheng, TXOne Networks and Trend Micro, HITB+
Cyber Week. Abu Dhabi, UAE, 12-17 October 2019




M PROTOCOL VS PCAP :

[Request] Binary 3E

50 00 (¥)

Fixed value
Subheader erial number

Network No.
C No.

Request destination module

9

Access route

Request destination module

Command

Not presented
in the traffic

| NetworkNo.
| Command

Number of word access

points (0)

NUmbor o do |57 @@ |ee @@ @8 11 11 @7 @@ ea|ff ff o3|ee ee fe
Deaucst data [PCCESS pOINts o1 B3 B0 90 52 9@ 1c @a 16 14 99 B0 00 90 00 00 00

I 00 00 00 B0 B0 00 00 OO OO 0D OO 00 0D 88 88 88 84 11 81

Device code a8 B0 G0 90 GF 0P PO 90 PO ©F 0P PO 90 PO B2 00 B

08 00 00

s B0 B0 90 90 B2 B9 B9 21 09 42 27 60 00 P9 90 B8

Ob 00 00 PO 00 0D 0P 0P OB B 21 @8 43 27 00 0P 9D PO A0

Device code a8 88 68 A8 66 A 88 AP



PCAP VS MANUAL

Protocol Comm | Frame | Data code c - <
MC protocol 4C ASCIl or binary - 28 3 c o .
(MELSEC . 3C ASCII o 2, 8¢ T35 L 0
e Serial 2 =0 =5 =0 =
communication £E D2 T v e -
- ) 0 0 @©
orotocol) 1C ASCI L . 3 9 g S0 %g L: o
O t
SLMP 3E ASCII or binary 8 'g %ﬁ o g + ; + _g 3 2 E
(Seamless Message Ethernet ASCII or binary XL _qc’ 3 g 0 g =5 g -|L- 0 g -lé
Protocol) 1E -g Y g T 8"8 33 g 8‘ o
® 2 oo oE oEC o 2>
L H L H L H
‘50|—| OOH‘ OOH | FFH FFH O3H| OOH OCH OOH OOH OOH
|57 @@ |ee @0 @@ 11 11 @7 @@ @8 |ff ff @3|e0 e fe Device Read
83 90 @0 52 99 1c @a 16 14 00 00 00 00 90 00 B0 Not presented Random 0403H
A8 G G0 B0 B0 A0 6P P OGP O OB 80 88 A4 11 61 in the traffic
68 BB 88 bbb B8 BB Bb 88 8 Bb 86 bbb BB B2 Bb as @
88 BB 88 BB B2 B8 8B 21 @8 42 27 BB 88 B8 bbb aa Sub S 5
u or wor Word access
68 68 BB 68 B8 BB a8 21 66 43 27 B8 Bb 68 bbb B8 command access access .. _
e 2@ o8 oo B8 @ Be ‘O3H O4H‘ Points Points N Device
0.
XX XX XX XX X XX XX code
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M PROTOCOL VS MANUAL

[Request] Binary 3E

Fixed value
Subheader [Serial number

Network No.
C No.

Request destination
module |/O No.

Request destination
module station No.

Access route

Command

Number of word
access points 02

Number of double
O1

OO0 OO0 OO
Device code a8
08 00 OO0
Device code a8
Ob OO0 OO
Device code a8

Request data _
Device number

Device number

Free
subcommand
word access points

Device number

Device code

c
c c c
0 O9¢ 9. )
. i) + O + 5 C .
o 8, 8¢ 835 9 0
2 £g¢ £ £ =
£E o HZ2 B+ 8 =
o . 3 O0E 0 O © o
3 0 Cc 3 v T2 O c
© O Y = C g = w0 4 =
@ -0 " o 0w g = "
0 0 o 0SS o= o0Y0 0 v
i L ; - | 0 3 J 3 s o] -3 =
o) v TH o O o= £ o g
3 o 08 09 o025 0
N 2 oo oE oE€c o b
L H L H L H
‘50|—| OOH‘ OOH|FFH FFH o3|—|| OOH OCH OOH OOH OOH
Device Read
O403H
Random
Sub Word Dword Word access
command access access _
Points Points Device Device
O3H O4H| o v xx XX XX No. code
XX XX XX

10



< Protocol ports >

STATE SERVICE

5562/tcp open unknown

PRELIMINARY
RESULTS <

Initial scripts >

MitsuClass.py j
1001_Run.py

It's alive! 1002_Stop.py
Oops!
It works!

pcap./z
1 MB

v

v | lokasate Bce: Bnoxennn: 1 (1 Mb) Ckauartb

AHTOXA —MONOAEL! T

-l OOB_pa u Se' py HPHM . CTapTt - CTapTtyeT, CTON — OCTaHABNMBAET, 4 Ha NAY3e — MOpraeT.

1



RESEARCH



PROBLEMS WITH ACCESS TO FIRMWARE

5

/

Firmware updates
are free to download

But! Firmware updates
are encrypted

< Resume? y/n >

1 We didn't get the firmware

| decided to continue
the research

Applied cryptograph
expert conclusion

C

By indirect signs inside
firmware there are AES128
encryption, SHA256 and
ECDSA256 integrity check

AES keys and ECDSA
parameters are not in the
firmware before
decryption

Nothing can be extracted
without flash reading

Hardware expert

conclusion

Soldered and dumped
external flash memory,
there is no firmware or
keys on it

CPU legs rang, hooked up
to JTAG, successfully
connected with a
programmer

CPU returned that it is
locked and “ID Code" is
required for further
communication

Failed to dump CPU flash

13



PLC control > Devices
Run, Stop, Reset, Pause Regions of the PLC
memory available
Security Device Type | ASCII | Bin
Input X 9Ch
File and remote password Output Bit Y ?Dh
Internal relay M Q0h
EverybOdy knows - : Data register Word D A8h
Firmware Link register o W B4h
RTFM RULE! update
Via SD card
Nobody follows... PLC setup
Date and tlme> Settings are loaded as files
Get and set @ P = n
P System Parameter [CPU Parameter []
@l Module Parameter ]
File SyStem H Memory Card Parameter
il Remote Password

Create, open, read, write, = Program
close, etc. El_ﬁl MAIM

1|00 O

14




GX WORKS3
O O

Programs creation: Settings:
Ladder, ST, FBD/LD, CPU module, I/O
SFC module, project

O O

Read from/ write to Monitoring and
Device debugging

O

The Simulator

< What can we get

185 MELSOFT GX Warks3 C:\Users\Engineer\Desktop\1.g:3 - [PragPou [PRG] [LD] (Read Only) 265tep]

Project Edit Find/Replace Conwvert View Online Debug Recording Diagnostics Teool Window Help

=] = = 1Ea) BT e RERE S SRARE BT AR B @A

eAE o D ARR BRBGR P BR L IT R

R L@ S BR R R PBRAE RS SREY Y
FEE& .

Navigation I % B ProgPou [PRG] [Local Label Set... m ProgPou [PRG] [LD] (Read Only... =

E‘|§'|Eh:|¢'|‘q” T Read

ih Project
E1 Module Configuration

Connection Destination

B ™ Program e e

51 Initial o

= % Scan
= 1 MAIN

= il ProgPou
f= Local Label

il Fixed Scan
il Event
%t Standby
ik No Execution Type

All Connection Destination
E Connection

e e e e

{8 Unregistered Program
& FB/FUN
-+ f; abel

Module Configuration

CPU

B %, Parameter

Output
ﬁ-Error | A& Warning | anformation | ﬂCheckWaming

Quick Find

T =) (VYWY 8 Progress °F, Watchl

Host-10.0.170.168 | UM

Commands Devices Settings
captured traffic PCAPs for
for menu items read/write monitor with set/unset option

diff between files

15



THE SIMULATOR

RESET RUN
«Co9~>
sTOP

- ==> :Writing data

J
IS |

Simulating

Operation of a programmable controller
can be checked in a personal computer
without using the actual module

Virtual programmable controller

GX Simulator3)

1.1 R0O4CPU

SWITCH
@ RUN
) STOP

Localhost
connection

TCP only
Interaction

Port type 55xx,
not only 5562

TN N N )

Protocol looks
similar to PLC

N N N N




THE STRUCTURE OF THE SIMULATOR

3 p - e | Command line:
T FroCess orer - cinternals:
- H Y ; \FSimRun3.exe” —sys 1 —phs 0 —config *34A29-G9044-CPU1 —tep

15 GXW3 exe 57860 MITSUBISH e
il — <FX5U'd”> — <‘FX5U-32MT/ES' >

E F5im3Dig.exe B1584 Sim3Dig MITSUEISHI

Standalone run of the simulator without GX Works3

-

F

BN C:\Windows\systemn32\cmd.exe || B | |

C:wRE_FType*FSimRBun3.exe —sys 1 —phs 0 ——config =34A29-G9044-CPU1 —tcp 5562 -
—reconf ig

TOPPERS #J5F Hernel Release 1.4 <(patchlevel 4> for GE Simulator 3 (Mov 23 2016.
20:23:11>

Copyright <C» 2000-2003 by Embedded and Real-Time Systems Laboratory
Toyohashi Univ. of Technology,. JAPAN
Copyright <C» 2004-2006 by Embedded and Heal-Time Systems Laboratory
Graduate School of Information Science, Magoya Univ.. JAPAN




COMMAND BRUTE FORCE

PLC Simulator
83 commands 54 commands

c:\TestPLC\Mitsubishi>BruteCnd.py C:ARE_FTypesBruteCmd.py

-- Connect to Host IP: 18.159_17.12 -— Gonnect to Host IPZ 127.8.8.1
Good Cmd: 8183 Good Cmd: 8183

Good Cmd: 8114 Good Cmd: @114

Good CLnd: 9121 Good Cmd: 8121

Good Cmd: 814
BadParam Cmd: B81A8 EndCode: 488808
BadParam Cmd: 8248 EndCode: 4888

Good Cmd: 8148
BadParam Cmd: 8248 EndCode: 4822

BadParan Cnd: 0418 EndCode: 4831 BadParam Cnd: 6318 EndGode: 4834
BadParam Cmd: 8411 EndCode: 4031 Good Cmd: 8417
BadParam Cmd: 8412 EndCode: 4831 Good Cmd: 8412
BadParam Cmd: 8413 EndCode: 4838 BadParam Cmd: 8413 EndCode: 4838

BadParam Cmd: 8414 EndCode: 4831 Good Cmd: 8414



COMMAND TYPES

4 )
4 )
4
0121 0410 1001 1410 1601 1866 0103 1650
0140 0411 1002 1411 1602 1867 o114 1651
0240 0412 1003 1413 1730 1868 1140 1879
0413 1005 1414 1731 1869 1145 187C
0414 100A 186A 146 187F
5 Simulator - 54 1879
GX Works3 ~ 60
- /
PLC - 83
/
4 )
Manual - 37 1001 - Remote Run 1401 — Device Write Batch 1827 — Open File
0101 - Read Type Name 1002 - Remote Stop 1402 — Device Write Random 1828 — Read File
0401 - Device Read Batch 1003 — Remote Pause 1630 - Remote Password Unlock 1829 — Write File
0403 - Device Read Random 1006 — Remote Reset 1631 - Remote password Lock 182A — Close File
- /

19



DEVICE BRUTE FORCE

PLC
32 devices

) C

—— Connect to Host IPZ 18.8.178.168 Tcp F

Find
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read

Good Devices ———-
Device DevIdx: 81
Device DevlIdx: B2
Device DevlIdx: 83
Device Devldx: 84
Device DevIdxz: B8
Device Devldx: 18
Device DevlIdx: 11
Device Devldx: 14
Device DevlIdx: 15
Device DevlIdx: 16
Device DevlIdxz: 17
Device Devldx: 28
Device DevlIdx: 21

Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:

Simulator
32 devices

—— LConnect to Host IP: 1Z27.8.8.1 Tcp Ford

Good
Good
Good
Good
Good
Good
Good
Good
Good
Good
Good
Good
Good

Find
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read

Good Devices ———-

Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device

Devldx:
Devidx:
Devldx:
Devldx:
Devidx:
Devldx:
Devldx:
Devidx:
Devldx:
Devldx:
Devidx:
Devldx:
Devldx:

a1
i P
a3
a4
a4
18
11
14
15
16
17
28
21

Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:
Data:

515
a1
515
515
ag
515
515
ag
515
515
ag
515
515

515
ag
515
515
ag
515
515
ag
515
515
ag
515
22
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DEVICE TYPES

4 )
Manual - 20
9C - Input AO - Link relay C8 — Retentive timer 91 - Special relay
9D — Output 98 — Step relay C5 - Counter A9 - Special register
Q0 - Internal relay A8 - Dataregister 56 - Long counter CC - Index register
92 — Latch relay B4 — Link register A1l - Link special relay AF - File register
93 — Annunciator C2 - Timer BS - Link special register 62 - Long index register
- /
4 )
O1 08 15 21 3F 44 49 o6
02 10 16 27 40 45 4A 60
O3 11 17 30 41 46 o4 62
04 14 20 31 42 48 55 E3

Simulator - 32

Y

GX Works3 - 20

PLC firmware - 32

21



Problems and solutions

X v

> No debug symbols - Common info from manuals
> No text strings - Interaction with GX Works3
REVERSE > Brute force results
=hehiiag=iLh'(e - Scripts to interact via protocol
N Similar protocol

documentation

= Error codes from manual

We can research the simulator

with a debugger




SIMILAR PROTOCOL DOCUMENTATION

type_2: case lu:
':311 Typez_CtndHandler result = Type2 Cmd_84 B81{result);

EEE“ eLx break:

e — case Ju:
type_1_other: > Fesult = ‘TypEE_Em[l_ﬂll_ﬂﬂkl‘ESI.llt];

break;

call Type1_CmdHandler -

nop px case bu:
Fetn Fesult = Tupel Cmd_84 B6(resull);

Type_CmdHandler endp break;

xrefs to sub 71927630 - - —- N
Direction Type Address Text < call <sub 71927638
Up p Typed_Cmd_04_03+127 call sub_71927630 —

ES Up p  Typel Cmd D4 11+A0 call sub 71927630

Typel Cmd 04 11 Device Read

Random




ERROR CODES FROM MANUAL

cmp [esp+2Bh+var E], eax
1be cshort loc 71BFCD24
mov ecx, 413Ah
mou [ebx+PACKET DESCR.EndCode], cX
Error code | Error name Error details and cause
413AH File related error | | '€ Specified file has exceedea
the already existing file size.

J

cmp [esp+2Bh+FileReadStack JReadSizeloc]], eax
1he short loc 71BFCD24

mou ecx, B13Ah

mo [ebx+PACKET DESCR.EndCode], cCX




SIMULATOR MEMORY MAPPING

movzx esi, di mouzx esi, di

mou ecx, 6671340 mou ecx, offset Input_ After_3tart

MOVZ¥ edi, bl mouz¥ edi, bl

call GetRealAddr call GetRealAddr

add eax, edi add eax, edi

mouv bp, [eax+esi] mouv bp, [eax+esi]

or bp, word ptr [esp+esi+BBCh+an] ily bp, word ptr [esp+esi+BBECh+ad]
mov Ecx,‘ﬁﬁﬂﬂﬂh \ mou eCx, nFFEEt‘Input_Etart ;|Hddr
call GetRea r call GetRealAddr

/N

> IDA Python Scripts

— Analysis of xrefs outside known segments

— Grouping offsets - creating segments

— Making xrefs inside newly created segments



Mame Start End

T;;'.E InternalRelay Q0060000  Q00e03C0
EE Input 00066000 00066080
T;;'.E Input_After 60184 00066184 00066204
EE Qutput 00066204 00066284
T;;'.E et J18F1000 719BB000
T;;'.E Idata J19BB000 719EE1BD
T;;'.E rdata J19BB1B0 719C4000
EE .data 719C4000 719CAD00

Work IDA base

mouzZx
mou
mouzx
call
add
mou
or
mou
call

esi, di

ecx, offset Input_After_5tart

edi, bl

GetRealnaddr

eax, edi

bp, [eax+esi]

bp, word ptr [esp+esi+BBCh+ah]
ecx, offset Input_53tart ; Addr
GetRealAddr

DEBUGGING & IMAGE REBASE

Image rebase E=

IDA Python

Scripts

Transferring results

Mame

— |
dAn

Input

Jext
Idata
.roata
.data

T R i T i T e i T i |
e el el =l Ll = T L

InternalRelay

Input_After_ 66154
Output

Start End

02710000 027103C0
02716000 02716030
02716184 02716204
02716204 02716234
J3FAL000 7406E000
F406E000 7406B1B0
J406EB1B0 74074000
F4074000 7407 A000

Debug IDA base

MmoUzZx
mouv
MmoUzZx
call
add
mouv
or
mouv

call

esl, di

ccx, MEIEEN
edi, bl
GetRealAddr

eax, edi

bp, [eax+esi]

bp, word ptr [esp+esi+BBCh+ah]
ecx, i ; Addr
GetRealAddr

Addr

26



RESULTS



PROTOCOL DESCRIPTION

Cmd
Data

Cmd
Hdr

NullBlock

End
Code

Data
Hdr

MsgHdr

DataSize

SrcRoute
Hdr

DstRoute
Hdr

Flags
Hdr

Low
Hdr

¥
S 8
88

Qa

:

S

00000039 (57 00 00 00|00 11 11 07 00|ee ff ff @3

000049 035 00

04 11 01|

S8 S
S8

S8

SSSSS
SSS83
SSS NN
SS8T T
N8

488NN

1 11 7f 00|00 00 a8 03]

00
00
00
00
00

1

AS8838

S8
SSSS S

S

00000059 00 00

00 00
00 00
00 00

7
o

000099 o

20000069 |00 00 00
9
9

000000
000000

20

00000069 |d7 00 00 00

00000079 ©3 90 00 |26 e8| 9c ea 18
00000039 ©0 00 20 20 20 20 e
00000099 |11 ©01 00 00 90|90 00 Oc

28



WIRESHARK DISSECTOR

4 |Cmd Header
Cmd: Random Read Device (@x8411)
BlockNum: @x@l

4 Seamless Me
4 Mzg

records for |
recaords for

records for

records for
Element counts: @xE
Element counts: @xa2

PCNo: 255 (@ 4 Data
ModuleMNo: 18; : Device id: @x21

Device code: @8x8a
Read Write offset:

Parity: @x

S5ize: 8xl14
NullBlock:




DEVICES AND COMMANDS

Dev Name ASCIl | Man
O1h Internal relay M 20h
O2h Special relay SM 21h

O3h Latch relay L ?2h

O4h Annunciator F ?3h

O8h Step relay S ?8h

10h Input X 2Ch
11h Output Y 2Dh
20h Data register D A8h
21h Special Register SD BSh
27h File register R AFh
30h Link register W B4h
42h Timer TN C2h
46h Counter CN Coh
60h Index register Z CCh

Cmd Cmd Name Man
0121 Model Name 0101
0410 Batch Read 0401
0411 Random Read 0403
1001 Remote RUN 1001
1002 Remote STOP 1002
100A | Remote RESET 1006
1410 Batch Write 1401
1411 Random Write 1402
1650 Remote Password Unlock |1630
1651 Remote password Lock 1631
1867 Open File 1827
1868 Read File 1828
1869 Write File 1829
186A | Close File 182A

30



Command implementation _< BruteRndRead.py > < PoC_ReadFile.py >—
Run_1001.py >7
< < BatchRead 0410.py > < FileCreate_1867.py %
Stop 1002.py }—
< %( RndRead_0411.py > < FileRead_1868.py %
Reset 100A.py >7
< < BatchWrite_1410.py ) ( FileWrite_1869.py >
<GetModelName_O121.p3>7 \ / |
< RndWrite_1411.py ) \_ FileClose_180A.py
Device Abstraction Layer File Abstraction Layer
< DeviceAccess.py > S < FileControl.py >
SC S e
SYST E M Protocol Abstraction Layer Network settings

N %
/| ( MitsuClass.py > < SetUpNet.py >

31
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https://youtu.be/vM1YgZjh_A8

VULNERABILITIES



MITIGATION TIMELINE (V

Dec. 15, Dec. 21,

2021 2021
? @
Report sent to
Mitsubishi

Mitsubishi
confirms the
report and
shares it among
departments

Advisory

Jan. 14,
2022

!

PLC development
department
confirms eight
PLC bugs.
Advisory
scheduled for
February 2022

Jan. 21,
2022

GX Works3
development
department
accepts seven
bugs. Advisory
planned for
November 2022

Mar. 31,
rlopy.

v

First advisory with
six PLC bugs:

CVE-2022-25155,
CVE-2022-25156,
CVE-2022-25157,
CVE-2022-25158,
CVE-2022-25159,
CVE-2022-25160

May 17,
2022

Second advisory
with two
PLC bugs:

CVE-2022-25161,
CVE-2022-25162

L‘;' https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2021-031 en.pdf

L‘;' https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-004 en.pdf

L,)' https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-015 en.pdf

Nov. 24,
rioy.

Ly
.

Third advisory with
seven bugs in GX
Works3:

CVE-2022-25164,

CVE-2022-29825 ,
CVE-2022-29826 ,
CVE-2022-29827,
CVE-2022-29828 ,
CVE-2022-29829 ,
CVE-2022-29830
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https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2021-031_en.pdf
https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-004_en.pdf
https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-015_en.pdf

FX5U PLC VULNERABILITIES

CVE Description CVSS

Use of Password Hash Instead of

CVE-2022-25155 | Password for Authentication 59
(CWE-836)

CVE-2022-25156 | Use of Weak Hash(CWE-328) 5.9
Use of Password Hash Instead of

CVE-2022-25157 Password for Authentication 1.4
(CWE-836)
Cleartext Storage of Sensitive

e Information (CWE-312) e

_ _ Authentication Bypass by Capture-

CVE-2022-25159 replay (CWE-294) 5.9
Cleartext Storage of Sensitive

S B I Information (CWE-312) 8

CVE-2022-25161 Improper Input Validation (CWE-20) 8.6

CVE-2022-25162 | Improper Input Validation (CWE-20) 5.3

* If these vulnerabilities are exploited by a

malicious attacker, an unauthenticated
attacker may be able to log in to the
products or the information in the products
may be disclosed or tampered with.

Affected products

- MELSEC Series iQ-F
- MELSEC Series iQ-R
- MELSEC Series Q

- MELSEC Series L

These vulnerabilities could allow a
malicious attacker to cause a DoS
condition for a product'’s program
execution or communication by sending
specially crafted packets. For CVE-2022-
25161, a system reset of the product is
required for recovery.

Affected products
- MELSEC iQ-F series
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GX WORKSS3 VULNERABILITIES

CVE Description CVSS
* If these vulnerabilities are exploited by
Cleartext Storage of Sensitive malicious attackers, disclosure or
CVE-2022-25164 Information (CV?/E—312) 8.6 tampering of the product’'s information
could allow unauthorized users to gain
Use of Hard-coded Password access to the MELSEC iQ-R/F/L series
CVE-2022-29825 (CWE-259) 0.0 CPU modules, and MELSEC iQ-R series
OPC UA server module, to view and
_ _ Cleartext Storage of Sensitive execute programs, or to view project
S et s eaidied Information (CWE-312) 68 files illegally.
_ _ Use of Hard-coded Cryptographic Key
CVE-2022-29827 (CWE-321) 6.8
Use of Hard-coded Cryptographic Key Affected products
CVE-2022-29828 (CWE-321) 6.8 - GX Works3
U f Hard dod C e K - MX OPC UA Module Configurator-R
CVE-2022-2982¢9 | -S€ of Hara-coded Lryptographic key |, o - GT Designer3 Version1 (GOT2000)

(CWE-321)

Use of Hard-coded Cryptographic Key
(CWE-321)

*  Motion Control Setting

CVE-2022-29830 Q.1
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SECURITY FUNCTIONS

(1) Protection of customer assets on PC |

To prevent illegal accessing

Prevents theft, tampering, or erroneous operation
through unauthorized access from third parties

Customer assets Engineering tool

Personal
computers

s CPU module

Customer assets

FX5 system

Block - :
and viewing of programs (in
Password program component units)
Security To prevent illegal accessing
and viewing of programs (in
key program file units)
Personal computer
(outside the company)
Security To prevent illegal execution
key of programs
File :
password To p.revent-ll.legal |
(2) Protection of customer assets in FX5 system module 32 reading/writing of files
Prevents theft, tampering, or erroneous operation due to
unauthorized access by third parties Remote To limit access from outside
a specific communication
password oath
Blocks access from an
IP filter @nvali.d I!D address by
function identifying the IP address of

an external device via the
Ethernet
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HASH INSTEAD FILE PASSWORD

CVE-2022-25157 (7.4)

187F - Authentication
File Password

1879
Registration/Change/
Deletion File Password

1867 — Create/Open File

File Password Hash

POPEAOEE 57 00 00 00 00 11 11 @7 00 98 ff fF 83 00 08 fe  W....... ...u....
POROBOOE 03 00 00 54 90 1c Pa 16 14 00 00 00 00 00 BA BO ...T.... ........
GOGOODAE @0 00 00 00 0O 00 0O 0@ 00 00 00 00 @0 [18 67|01  ........ ...... 2.
ABOAROEE 0D G0 G0 0P 0O 00 HD GG 0D 04 OO GO 0B BB BB 28 L. ... ..., (
POREROCE 00 24 00 4d B0 45 00 4c 00 50 00 52 00 4a 60 24 %.M.E.L .P.R.J.%
@0PEA0DE 00 S5c @@ 53 99 59 99 53 00 54 00 45 00 4d @0 2e \.5.¥.5 .T.E.M.
POPOOOEE 00 50 00 52 90 4d 9P 08 00 P.R.M
ABEABR92 d7 00 @0 00 B 11 11 7f eP @B @B a8 @3 @8 fF Ff  ........ ........
BOEREBA2 @3 00 @8 2c 00 9c 0a 18 l14[ee 44ee G@ @R @@ BB ...,.... ..D.....
ABOABOE2 0D 0D G0 0P DO 0O DD BB 0D 0O 0D 00 00 BB B8 18 ........ c..ee...
AREARRC2 67 @1 @0 00 9@ 01 43 21 67 03 03 01 45 B4 20 86  E..... H! ....E. .
ABeeRRD2 12 .
POREBOF7 57 00 00 90 B0 11 11 @7 00 08 ff ffe3 @@ 88 fe  W....... ...ou....
AOPEA167 03 @0 @0 7b 99 1c Pa 16 14 00 00 00 00 00 BB B0 ... {.... ........
AEEEA117 0D OO G0 0P 0O 00 0D G 0D 00 00 00 A0 |18 67|81  ........ ...... g.
ABEEA127 00 35 00 00 0O 00 0D 00 0D 04 OO 00 00 80 B9 28  .8...... ....... (
0000137 00 24 @0 4d 99 45 90 Ac 00 50 0B 52 00 4a 60 24 $.M.E.L .P.R.J.%
ABEAA147 08 S5c @@ 53 99 59 99 53 00 54 00 45 00 4d 60 2e V.5.Y.5 LT.E.M..
AePEA157 00 50 @0 52 09 A4d 90 08 00 00 02 23 00 A1 40 20 P.R.M.. ...#..[@
ABRE6167 ‘fS 45 b8 @d 80 @7 46 5d 1b af 8b 45 bc a® 7 15 E....F] ...E....
eaaeal177 |b3 ca 58 aa 77 63 cf 25 ad bb 82 ee 65 18 e8 7a LXoweE ..z
Peee00D3 d7 OO @0 00 00 11 11 7f 00 06 00 a8 @3 88 T ff  ........ ceeee...
@GBOEEBES @3 92 90 22 80 9c @a 15 14|00 00|00 02 00 @0 B  ...".... ........
ABOABOFS 0D 0D 00 0O DO OO DD 00 0D B0 OO 00 88 BB B8 18 ........ c..ee..
ABEAR163 67 01 60 38 B0 01 0D 2..8...
D 1867 — Create/ D OE44 - Incorrect D File Password Success
Open File file password Hash
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NO FILE PASSWORD
CVE-2022-25158 (7.4)

File

Remote password

The following table shows the files for which the passwords can be registered.
: Available, » : Not available

File name Availability
System parameter, CPU parameter, module parameter, module extended parameter, memory card parameter O 1 ) Unlocking
| Remote password H I | e
: 3) Locking
| I
@EeeeeDE 57 B9 00 00 90 11 11 @7 @0 88 ff ff 83 80 80 fe  MW....... .coc.... [] T
GORGRGEE ©3 00 00 B2 A1 1c Ga 16 14 00 00 00 00 00 80 88  ........ ........ . — > 2) Access
@EEEEEFE ©0 PP DO 00 90 00 00 B0 E-EE-EE-EE-EE-E_lEEEEl .............. i. ( -
GEEEE1PE 00 0P PO 04 00 00 00 PP 00 dc B8 B8[PL 58 B8 B4 | ........ 2.... X.. i i
@eee0116 [@6 02 Pl 05 @0 03 00 00 o0 10 B2 44 00 04 00 00 | ........ .D.. o
@ee001268 |00 0P 00 00 00 00 00 OD 00 DD B0 B0 B0 B0 BB BB | ........ ........ B o
@ee00136 |00 0P 00 00 OO 00 OO OP 00 DD OO B0 PO B0 BB PO | ........ ........ ﬁwpmhibit o
@ee00145 |00 o0 00 00 0O 00 00 0P 00 DR GO 0O OO OO BB BB | ........ ........ o
@ee00158 |00 0P 00 00 00 00 00 PP 00 DR B8 B8 B0 B8 BB T | ........ ........ o
@eeee168 |ff ff ff 3b @@ @@ @@ 8b 88 32 cl ¢9 d7 47 180 <@ | ...;. 2...G.. |
@eee@178 |4f 21 52 72 82 e2 c6 ee b8 Se 98 1f e9 39 67 3@ | O!Rr. n,..0g0 |
@eeee188 |77 2d d6 63 72 fd 55 @@ 00 0P G0 00 00 00 @8 @0 | w-.cr.U. ........ Y
@EBER19E |00 00 00 G0 90 G0 00 0O 00 OO 00 @0 08 B0 00 B8 | ........ ........ —— Remo‘;’hggﬁsword:
@Eeee1AE |00 0P 00 00 00 00 @0 ©1 OO BO B0 B8 BB BB BB TT | ........ coce.... L]
@eeee16EE |00 00 DO 00 00 00 00 PP 00 BP BE 00 B8 24 08 B0 | ........ ..... 3. . L r
@eee01CE |00 00 00 00 00 00 00 0P 00 DD GO B0 B0 B0 BB BB | ........ ........
@ee001DE |00 0P 00 00 00 00 00 0P 00 BB 88 T T 80 80 80 | ........ ..cc....
@eee01EE |ee de 2T al @3 @2 1 oA
mﬁ—lmz 7 00 00 08 @9 11 11 7f ©0 8@ 8@ a8 @3 @@ ff ff ........
PPAAAAES 03 A0 88 22 88 9c @a 18 14|00 oolee o0 60 B0 @0 ...".... .... Remote o
PEREROFS 00 0P G0 G0 0O O GG A0 00 0D OO 00 00 88 89 18  ........ Dpasswordfile |:| 1869 - Write File I:I Success

PeReR1e5S 69 01 00 68 80 dc e
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HASH INSTEAD REMOTE PASSWORD
CVE-2022-25155 (5.9)

PREAEEAL 57 00 00 00 00 11 11 67 00 00 FF FF 83 80 80 fo  W.....ve vuvenn..
PREARE14 63 00 B2 20 00 1c 93 16 14 00 00 00 90 80 BB BB ... ... seeennen.
90000024 ©0 0P 0O 00 0D 00 00 G0 00 00 00 00 B0[18 B2lel  ........ ........
PREARE34 GR Ge BB @1l @8 .

PEEREEIC d7 G0 B2 B8 88 11 11 7f 82 80 80 a8 83 B8 FF FFf ... rrr vernnnn.

POPARO2C ©3 09 00 2c @9 9c Ba 18 14|71 41|ee PGB GO GO B ...,.... .QA.....

POPERE3C 00 0D 00 00 0D PO 00 00 00 0D 90 00 82 B0 80 180 ........ ..ose.ea.. [::] 1002 — Remote STOP

PEPERR4C ©2 01 00 90 90 01 43 21 ©7 67 22 34 83 63 20 86  ...... HI .."4.. .

BEBEBESC 42 B |

D 1741 — PLC is locked
Unlock it first

POPERR30 57 00 00 06 00 11 11 87 00 00 ff ff 93 80 80 fe  MW....... covee... 1650 - Remote
GEEOEE40 63 00 00 40 60 1c Pa 16 14 00 00 00 00 00 80 80  ...0.... ........ Password Unlock
POPERRSS 90 9P 0O OO OO G0 DO 00 00 00 00 8P ee|l6 58|l ........ ...... P.
GORRRRES @6 88 68 20 88 |cc 89 51 bl f3 94 82 35 8bac dB| ... ...Q ....5... [::] Remote
pe0e8a79 [76 ac B2 €2 c6 e b8 5= 98 1f 9 39 67 38 77 2d| wv...... . .9gBu- Password Hash
peeaees9 |des 63 72 fd 55 .cr.U

PePEeesD d7 ©P @0 88 @8 11 11 7T @0 80 80 a3 83 88 T ff  ........ cevuenn.

POPAROSD ©3 00 00 20 00 9c Ba 18 14 0D 00 00 BB 0D 80 PP ... .... ...e.ea..

PEEERE7D 00 00 00 00 00 00 00 00 00 0D 90 00 B8 80 B0 16 ........ coseeas.

PEPERRSD 50 @1 B o0 00 P....
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WEAK REMOTE PASSWORD HASH

CVE-2022-25156 (5.9)

RemotePassFile

Network

1650 - Remote
Password Unlock

C )
C )

< RemotePassFile >

Remote Password Hash

PC

ProjectFile

=#

File Edit

d8B8BAa0R0:
a000086818:
H8888820:
A0008080838:
H8888840:
d8B8BA50a:
A000808868:
d8B88BAa70:
A00000880:
H88884890:
8000680808/ A8:
H80088BA:
H8B8BACH:
a008088DAa:

Options

aa
Ly
515
ag
a8
515

a1
515
515
515
515
515

Encoding  Help

CH
a4
515
ag
515
515

i
a8
08
a8
aa
FF

Bo
ils
Bo
ils
ils
FF

B2
ao
Bo
ao
s
FF

o1| 88
6a| ao
aa| Ao
6a| ao
a| ao
FF|3B

a3
ag
515
ag
a8
ag

148
ag
515
ag
515

a2
ag
515
ag

SISAHE

F3
1F

o4
E9

a2
39

35
67

8B
38

Ab
r7

DA
2D

76| AC
D6 |63

a2
F2

EZ
FD

Co EE

89
B8

51
SE

B1
o8

AT

Bo
Bo
Bo
Bo
Bo
FF

8o
Bo
Bo
il
Bo
FF

ag
ag
ag
2E
515
ag

Bo
ao
FF
ao
ao
ao

ag
ag
ag
ag
515
DA

TEL
a| ae
aa| ae
a| ae
a| ao
2F | 9B

ag
ag
ag
a4
515
BLC

ag
ag
ag
ag
515
AB

A8 a4
a8 /1
A8 a4
g8 88
A8 88
3L

515
ag
o
ag
515
515

S~ 1= [ - - | |
y” 5¢!Pu~ BHOE"h
-H9gBw-Lcrall. ...

BN CMAindowsh Sestem3Domd.exe

d:htest:

d:\testyFX5U_pid.py (I
B | R fe5iQfF

[ ]

Remote Password
Hash

Remote Password
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CLEARTEXT STORAGE
CVE-2022-25164 (5.9)

( ProjectFile >

RandomNamekFile

Remote Password

Remote Password
Hash

86 68 78 88 38 88 52 ﬂﬂi21 88 S5F 88 74 88 4D 88 i --p-8.
65 B8 35 B0 69 660 51 08|24 688 46 60 FF FF FF FF  ||e.5.1i

81 88 68 68 82 80 88 68|61 88 FF FF FF FF 82 88 | ..........

a4
a2
515
515
A
a4
a2
515
515
A
a4
a2
515
515
A
A4
a2
aa
515
A
A4
a2
515
515
A
B4
a2
515
aa
A
a4
g2
515
515
A
a4

il
ao
ao
FF
an
il
ao
ao
FF
an
il
il
ao
FF
an
an
il
ao
FF
ao
an
il
il
FF
ao
an
an
il
FF
ao
ao
an
il
FF
ao
ao

Ao
Bo
ao
FF
Ao
Ao
Ao
ao
FF
il
Ao
Ao
Bo
FF
Ao
Ao
Ao
Ao
FF
ao
il
Ao
Ao
FF
ao
Ao
Ao
Ao
FF
ao
ao
il
Ao
FF
Bo
ao

[cC 89 51 B1|FF
81 80 FF FF|FF
FF FF FF FF|83
FF FF 04 00|68
B4 36 08 _AA| A1
[F3 ou o2 35|FF
81 00 FF FF|FF
FF FF FF FF|83
FF FF B4 08|08
B 36 08 _AA| A1
|8B A6 DB 76|FF
81 00 FF FF|FF
FF FF FF FF|83
FF FF B4 08|08
B6 36 08 _8A| A1
[AC_ 82 E2 Cb|FF
81 80 FF FF|FF
FF FF FF FF|83
FF FF B4 08|08
B7 36 08 84|81
|[EE B8 SE 98|FF
81 80 FF FF|FF
FF FF FF FF|83
FF FF B4 08|08
BE 36 08 80|81
[1F E9 39 67|FF
81 80 FF FF|FF
FF FF FF FF|03
FF FF 04 00|08
B9 36 08 84|81
[38 77 2D D6|FF
81 80 FF FF|FF
FF FF FF FF|03
FF FF 04 00|08
Bh 36 08 84| A1
|63 72 FD 55|FF

FF
FF
Bo
8o
Bo
FF
FF
Bo
Bo
Bo
FF
FF
8o
Bo
8o
FF
FF
8o
Bo
Bo
FF
FF
8o
8o
Bo
FF
FF
8o
8o
Bo
FF
FF
8o
8o
8o
FF

FF
B2
ap
B2
ao
FF
B2
ap
B2
il
FF
B2
il
B2
il
FF
B2
ao
B2
ap
FF
B2
ao
B2
ap
FF
B2
ao
B2
ap
FF
B2
ao
B2
il
FF

FF
il
ap
Ao
il
FF
ao
ap
ap
il
FF
il
il
ap
Ao
FF
il
ao
ap
ap
FF
il
il
il
ap
FF
il
il
ao
ap
FF
il
il
il
il
FF

a1
515
a2
515
a1
a1
515
a2
515
a1
a1
515
a2
515
81
a1
515
a2
515
a1
a1
515
a2
515
a1
81
515
a2
515
a1
a1
515
a2
515
a1
a1

ag
a2
ag
a8
a8
aa
a2
ag
ag
a8
aa
a2
ag
ag
a8
a8
a2
aa
ag
ag
a8
a2
ag
ag
ag
a8
a2
aa
aa
ag
ag
a2
aa
ag
ag
ag

e CraljsEsEsEsE |
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SECURITY KEY

Access to programs

Key A

Program
file

I

Unable to

Execution of programs in CPU

Program file

"

Key A

"

Program file

Key A

Program
execution

Program
execution

No key, or key B
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SECURITY KEY INTERNALS

Security key creation

User

C
7

< SecurityKeyName

% ( Windows User SID

/HI\/IA

K/\‘/\[/U

— < HDD Volume ID

(Secu rityKeyCreateTime

pu
)

\‘/

< AuthCode_sec

<

User's PC

N

~

(SecKey_ sec>

Program Project

< ProgramkFile >

—CSHAzsé)

%

© )

>< AuthCode >

N\
—<SHA256>7
(EthKey_sec)

SecurityKeyValue >

T
\<
/

%( EthernetKey >

N

1145 - Wrrite Security
Key Command

CPU Memory
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SECURITY KEY CAPTURE-REPLAY
CVE-2022-25159 (5.9)

BeERBAcE 57 00 08 86 BB 11 11 67 68 88 ff ff 63 eb 88 fe W..uonn.
Baaaeas/E @3 88 88 52 81 1c éa 16 14 @b B0 08 @b 88 BB 8a

e e 4 ‘ ’ -

PADERASE 00 00 00 G0 A0 0P 00 0 0O 00 o0 o0 eal11 asler  ........ . o * WTSUEISH INO 1234567
AREEAA0E 0D 00 B B2 00 PO 88 01 06 81 @8 4b /8 e DT M k.e.v T T 10 11 12 13 1415 16 17
DODOROAE ©0 5T @0 42 00 0D 00 DO 0O 0P 00 0D 00 00 00 0O . . R SD S |
LAN SD/RD @ ‘ W!‘

CC-Link IE BietdBasic

R —
> OUT 01234567

P | 10111213 141516 17

PEPEE1OE 00 00 00 00 0D 00 00 00 00 00 00 |21 83 17 13 48] ........

popeelAE [10 @2 20 @7 33 18 @A |50 ba 43 d2 49 c8 67 @7 a5| ..

2EeBR1BE |a5 9f 5 95 B85 c3 ea ec e5 T2 96 df ed a5 5 cal .o vvunn.

@00@@1CE |ad c5 fa 6d 33 7e 2e "

I:I 1145 - Write Security Key PEEEEROE d7 ©0 90 o0 ee 11 11 7f 00 ee @8 as 83 ee ff ff
POPEEAAE ©3 00 00 20 00 9c @a 13 14 0D 0P G2 0D 0@ A0 0O

POPEEAEE 00 00 0O G0 0D 0P 02 PP 00 0D 0@ G2 0P 0@ 80 11

FX5U-32M

D SecurityKeyName GREERECE 45 01 00 88 o9
EthernetkKey PEAEEBGE 57 @0 90 90 @0 11 11 @7 e0 @0 ff ff ez ee @@ fe  MW.......
POREAA7E O3 0@ 80 52 @1 1c @a 16 14 00 00 00 00 04 9@ @@  ...R....
PORAAASE 00 00 00 00 00 00 00 0B 00 00 00 00 EIEIMEII ........ . e wgun s
|:| SecurityKeyCreateTime GOPEGEJE O @0 6P B2 6@ B0 0@ @1 @0 01 @0 4b 08 65 08 79  _........ o K.e.y carn N MR o116
POREAGAE 00 5T 00 41 00 00 00 0P 00 00 00 00 00 00 B0 08 |. . S e

— SD
LAN SD/RD @

POORE1SE 00 00 00 00 B0 00 PO G0 00 00 B8 |21 @8 17 13 48] ........
Beaee1AE [19 @2 20 @7 33 18 BB B8 B7 83 ea 76 la 78 77 BB
BER@B1BE |5 le 76 9a 58 ad 76 38 3e 84 T6 69 aB Ge 47 99
BeaB@1CE |el B8f 31 ec 4f 80 91

CC-Link IE Bieid Basic

FX5U-32M

OUT 0 1234567

GERRREIE d7 ©9 @0 @0 88 11 11 7T ©6 0P ©8 as @3 88 Tf ff o W et
GEBRRBAE ©3 09 00 20 88 9c @a 18 14 00 0P 00 00 00 00 o8 e S ..
GERRREEE ©P G0 00 G0 00 G0 B0 BB 00D OP B0 00 B8 B8 B8 11 ........ c.eee...

BEBRRBCE 45 @1 00 88 8 o
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SECURITY KEY CLEARTEXT STORAGE

SecurityKeyValue

D SecurityKeyName

D SecurityKeyCreateTime

PAGRE24A ©5 Sa ch 34 @1 @7 B2 @1 @8 81 @@ 4b P02 65 8@ 79 .7.4.... |H.E.y|
PEAER2SA @8 ST @0 41 @0 00 2 99 00 90 02 90 B2 40 0D 08 e e
GPRPA34A 6P PO OB 0P G0 0P BE B 08 88 ee[21 B8 17 13 48| ........ ... l...H
pPeeA35A [19 82 20 87 33 18 @B |3f 22 fa cb 41 97 33 e3 13 3.2 "LLAL3
peeee36s |fd @ 9d 6T 32 9e a8 aa 9c cf 24 a6 8d 87 d2 d4 al.. %, ...,
pEEEB37A |2e 7a 2d 58 76 b9 41| Ff ff ff ff 48 b9 00 00 86 z-Xv.A H
@O0O0ACH: 0O A@ GO G0 A0 A0 0@ OA| 0O 0O A0 60 34 81 67 6@ | ............ 4. ..
@0000ADA: 01 A8 61 B0 4B 60 65 06|79 A8 SF 60 41 60 0@ 68 | ...}H.e.y._.n{..
Ae0ee1D0: 00 60 60 A8[21 68 17 13|48 19 62 20 67 33 18 680 || -..-*...H.. .3..
BOOOB1ED: [3F 22 FA CB 41 97 33 E3|13 FD E@ 9D 6F 32 9E A8 || ?"wufA-3r.3ako2hE
BBOOB1FO: [AR 9C CF 24 A6 8D B7 D2|D4 2E 7A 2D 58 76 B9 41 || EwN$!K.Th_.z-XuNA
@B0082080: FF FF FF FF 48 B9 00 00|66 0@ 05 00 00 00 00 80 | ssasHE. .. ... ..

CVE-2022-25160 (6.8)

< PLC File System >

ProgramFile

ProgramfFile
< ProjectFile >

CVE-2022-29826 (6.8)
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HARD-CODED CRYPTO KEYS

CVE-2022-29827 (6.8)

<SecKey_sec>

SHA256>% <SecurityKeyVaIue>
< AuthCode >

BN Ch\Windows\System32icmd.exe

. k
SecurityKeyh
{

SecuritvKeyCre;

SecurityKeyVa
Aut

eyToAuthCode.. [

lam Lay

iré = 218817134819622067331860
3f22tach419733e313fdeBodbof32%ea8aa%cT24a68de7d2d42e7a2d5876b041

hCode = badb25cdeba7d741094b8824da82680136+c5ef00d262142316aBa76d2abthes

AN
SHA256H< EthernetKey >
<EthKey_sec> Sk

CVE-2022-29828 (6.8)

(R

T

LA LA LA
rT. T

BN Ch\Windows\System32\cmd.exe

:\test>AuthCodeToEthKey
curitykKeyhame = Key /£

curityKeyCreate
curitvk 2 JWalue

eTime = 218817134819622607331800
3f22facb419733e313fded9def329eaBaa9ccf24ab68do7d2d42e7a2d5876b941
badb25cdebal7d741694b88ed4daB2689138Fc5eB99d26214e316aBa76d2abthas

= 388783ea7b1a787788e51e769a58ad76383e04f0669a3860479%9218F3fecdfB8091

hl ln‘l-—'
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COPY OF SECURITY KEY

Writing security key Writing security key

i,

N

Data access/unlock

A
w

Data access/unlock

2 g Program file

m

Key distribution




HARD-CODED IMPORT PASSWORD

CVE-2022-29825 (5.6)

Key List Is Empty

Hard-coded Import

NN

Password

Security Key Management @

i

%  Registered Seaurity Key List
Mame = = = = Cestestoe———ae. .. | Key Registration...

Password Authentication ||
J
/\
Enter the password, dick 'OK.
% Password: | @
[ QK ] | Cancel
| Import... Export... Mew, .. Delete Close
Precautions

FileOfAllKeys

N\

All Keys Are Imported

C
C
C
C

N4

The security key registered to a personal computer is not deleted even if GX Works3 is U['Ii['lST.E”Eﬂ.}]ElEtE the security key on

the "Security Key Management” screen.

N/

Security Key Management
G
. Registered Seaurity Key List
Mame Creation Date Expiration Date Export Protection Targe... Key Reqgistration...
17.08.2021 17:48:19 -
Key B 17.08.2021 17:48:30 |— Enable Enable Enable
-
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HARD-CODED CRYPTO KEY
CVE-2022-29829 (6.8)

< ltyKey sec > {
{ SecurityKeyName

(FileOfKey)%( AES }
/T\ | SecurityKeyCreateTime
< ItylV_sec > %( AuthCode

NI NN

ER CoMindowst Sestem3I2homd.exe — ] oy

d:ivtest:Decrypt Ity.py
Frocessing

Import Password|= 11111111
SecuritykeyMame = Key A

SecuritykeyCreateTime = 2821/8/717 2 :
AuthCode| = badb25cdebaid74169dbEEeddaB2689:




HARD-CODED PROJECT CRYPTO KEY
CVE-2022-29830 (9.1)

(v )
J

GrojectFiIe)%( A;\S }

< TxclV_sec >

Project Settings

SecurityKeyName

SecurityKeyCreateTime

B
NN A

SecurityKeyValue

B C\Windows'\System32icmd.exe — ]

d:\test>Decrypt_Txc. py |

SecurityKeyName|= Key A

SecurityKeyCreateTime = 20821/8/17 2 13:48:19 733 TimeZone: 24

SecurityKeyValue = 3t22tacb419733e3131def9dbot329eaBaa%ct24a68d67d2d42e7a2d5876b941
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Let's get the

DOS & DEMO

party started



INTEGER OVERFLOW
CVE-2022-25161 (8.6)

1 DevstartAddr = 0x66000, UnitSize = 2

N2

RealAddr = Ox66000 + DevOff * 2

DevOff_To_RealAddr function

RealAddr = DevStartAddr + ? DevOff = OXFFFCDOOO
DevOff * UnitSize N

@ealAddr = Ox66000 + OXFFFCDOOO * 2 = O>

DevOff checking for Max — compare If RealAddr = O, then check
with the size of device - DevSize DevOff for Max didn’'t happen

ve = Devdff_To_RealAddr(&Dev 0Of+ To Addr Retlal, &RetBealfddr, RdWrAddr, vo);
v11 = HEndRdWrAaddrLloc .Devldx;
ul2 = u9;
Deuvstrucldx = vw9;
1f { *RetRealAddr )
goto RealAddr_is Hull;
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CVE-2022-25161 PoC DEMO

Oil pumping station

Main pump units

Shut-off and control valves

PLC controls pumps and valves

Process status and parameters
are on the SCADA screen

Link to video:


https://youtu.be/WVlkyBtdIsM

OUT-OF-BOUNDS READ
CVE-2022-25162 (5.3) tossorsie [ ] Fresoct

do0doaee: 88 91 (58 99|64 98 B2 91|88 88 B3 688 88 88 18 82 | L.H... ........
Boooea168:. 44 B0 B4 90 OO0 99 B0 0|00 09 OO 69 BB BB BB BB | D. ... aaaaaa..
B00B0R2Z8. B89 B0 B0 90 00 99 B0 PO| B0 09 B0 69 BB B8 BB B | ... aaaaa...
BOBBBe3 8. B9 B0 BO 90 OO 99 B0 PO| 00 B9 OO B9 BB B8 BB BB | .. ... .-ala....
AdBa0B48: B0 B9 B8 B0 88 88 a9 ﬂﬂrﬂﬂ B0 B8 9B B8 898 BB A | .. ...aaaaaaa.

fo000e50: 68 B0 A0 68 FF FF FF FF|3B 88 80 88 CC 89 51 B1 || ....q884;...M:0+
f0ABAB66: (F3 94 B2 35 BB A6 DA 76|AC B2 E2 C6 EE B8 SE 98 || y” S<!Pu-~ B0E™|
8000687 0: |1F E9? 39 67 38 77 2D D663 72 FD 55 68 88 88 88 || .A9gBw-Ucral....

HOBBOBS 0. | B9 BB BO B0 B8 99 B0 PO| B0 B9 OO B9 BB B8 8B B8 || ... .-aaaa...
HOB00A%A: | B8 B0 B8 98 B0 B0 B9 98|00 B8 80 898 81 B8 89 BB || ... --iiiiaaaaaa.
HOBB0BBAAC | B8 BB B8 99 FF 00 B9 98|00 B8 80 99 B0 B8 88 BB || ... .A.. ...
B000OBEB. | 88 B8 Z2E 90 08 99 B0 0|00 09 B0 69 B0 B8 BB B8 || ... iaaaaa...
HOBBBBCAZ | B8 BB B8 899 B0 B0 B0 98|00 B8 90 99 B0 B8 88 BB || ... iiaaaaa..
dooBeaD bz  FF FF 88 98 88 88 DO Z2F|9B BC AB 3C | A9....PF>]«l

FileBodySize = FileSize - HeaderSize

Size of the file body used for checksum calculation

N FileBodySize = 6 - Ox4B43 =
OxFFFFB4C3

0000080008 48 41 43 4B |45 52 | | HAGKER
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CVE-2022-25162 PoC DEMO

Water intake station

Water treatment plants

Clean water tanks

Pond transfer pumps

PLC controls pumps

Process status and parameters
are on the SCADA screen

Link to video:



https://youtu.be/zC4OYG1Xbow

PoC COMPARISON

CVE-2022-25161 CVE-2022-25162
CVSS:3.1 8.6 5.3 .
PoC improvements
Error state Work state

PLC state ] .S,
Kick out SCADA if it is

connected to port 5560

Working of the
program

Apply DoS PoC to each
port in turn

CIEINNEI
SISIS

Signal on exits

No connection to all No connection to one

Connection to ports
ports port

PLC reachability by
ping

)
S




CVE-2022-25155\

PLC ATTACK PATHS

Use Password Hasy

CVE-2022-2516¢N
Hash And Password

In Clear Text /

< CVE-2022-25157

Use Password Hashj

CVE-2022-25158\

No File Password for
RemotePassFiIe/

A4

(o) v,,;;,;. = o ;
SR | ¥R U @

A4

o S o S o T e

File £h

2 PR B, 10
s L3 ¥

A4

No
Security

CVE-2022-25161

(3 DoS for execution

{JE% System Reset

CVE-2022-25162

(3 DoS for all ports

-{:% Reset

Write to
RemotePassFile

Q No access

{éé Brick
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RESEARCH
RESULTS

We analyzed the protocol
and wrote a description of it

Wrote scripts to interact with
PLC via the protocol

Found 15 vulnerabilities in
the protocol, PLC and GX
Works3

RS-485 RD
sSD
LAN SD/RD @
CC-Link IE BieldBasic
? i MEISEG

INO 123456 7
10111213 141516 17

PWRED
ERR
PRUNGD
BAT FX5U-32M

OUT 0 1 2 3 4 5 6 7

10 11 12 13 1415 16 17
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CONCLUSION

S 0)
& What's next >

N Research other series of
Mitsubishi PLC: iQ-R, Q and L.

Apply gained experience to
research of other devices

Special thanks to

— Dmitry Sklyarov
— Vladimir Nazarov
— lliya Rogachev

Industrial Control Systems
Security Department




THANK YOU

Questions & Contacts

@ @AntonDorfman

Q dorfmananton@gmail.com
linkedin.com/in/anton-dorfman-377771aa



https://www.linkedin.com/in/anton-dorfman-377771aa/

