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• CVE in Mitsubishi Electric, Schneider Electric, WAGO, CODESYS

• NIOS II processor module for IDA (Hex-Rays Plugin Contest)

• Attack scenarios on PLC from a printer with firmware implants

• HITB, 2014

• Hackron, 2018

• Zeronights, 2013

• PHDays, 2013-2018, 2022

• Industrial PLCs and embedded devices

• Automating reverse engineering tasks

• Firmware with rare CPU architecture

Researcher

Author

Speaker

WHO I AM

24 Reverse engineer Ph.D. in technical 
sciences years
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AGENDA

01 PreResearch
modeling the first steps of a researcher

02 Research
research stages, methods  and findings

03 Reverse Engineering
some of interesting cases - Please don't runaway :-)

04 Results
overview and pretty funny demo

05 Vulnerabilities
description of the whole bunch of bugs

06 DoS & Demo
detailed description of two DoS bugs and demo time!

07 Conclusion
just a conclusion :-)
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Analyze and describe the protocol

Write scripts to communicate 
with PLC via the protocol

Find vulnerabilities
in the protocol and PLC

Research goals

PRERESEARCH

1

2

3

Input signals

Output signals

Error status

Program Run

Power
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WELCOME TO HELL
THE WORLD OF BYTES AND BITS
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REVERSE
ENGINEERING EYE-GINEERING

Fixed 
Value

Data 
Length

End Code
Fixed 
Value 2
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M PROTOCOL

[Request]
Binary ASCII
3E 4E 3E 4E

Subheader
Fixed value 2 bytes 2 bytes 4 bytes 4 bytes

Serial number N/A 2 bytes N/A 4 bytes

Free N/A 2 bytes N/A 4 bytes

Access route

Network No. 1 byte 1 byte 2 bytes 2 bytes

PC No. 1 byte 1 byte 4 bytes 4 bytes

Request destination module I/O 
No. 2 bytes 2 bytes 2 bytes 2 bytes

Request destination module 
station No. 1 byte 1 byte 2 bytes 2 bytes

Request data length 2 bytes 2 bytes 4 bytes 4 bytes

Monitoring timer 2 bytes 2 bytes 4 bytes 4 bytes

Request data

Command 2 bytes 2 bytes 2 bytes 2 bytes

subcommand 2 bytes 2 bytes 2 bytes 2 bytes

Number of word access points

Number of double word access 
points

Device number

Device code

[Response]
Binary ASCII
3E 4E 3E 4E

Subheader
Fixed value 2 bytes 2 bytes 4 bytes 4 bytes

Serial number N/A 2 bytes N/A 4 bytes

Free N/A 2 bytes N/A 4 bytes

Access route

Network No. 1 byte 1 byte 2 bytes 2 bytes

PC No. 1 byte 1 byte 4 bytes 4 bytes

Request destination module 
I/O No. 2 bytes 2 bytes 2 bytes 2 bytes

Request destination module 
station No. 1 byte 1 byte 2 bytes 2 bytes

Response data length 2 bytes 2 bytes 4 bytes 4 bytes

End code 2 bytes 2 bytes 4 bytes 4 bytes

Fixed Value

Data length

End code

“The Sum Of All Fears,
When ICS SCADA Are Compromised”

Selmon Yang, Mars Cheng, TXOne Networks and Trend Micro, HITB+ 
Cyber Week.  Abu Dhabi, UAE, 12-17 October 2019
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M PROTOCOL VS PCAP

[Request] Binary 3E

Subheader
Fixed value 50 00

Serial number N/A

Free N/A

Access route

Network No. 00

PC No. ff

Request destination module 
I/O No. Ff 03

Request destination module 
station No. 00

Request data length 14 00

Monitoring timer 0a 00

Request data

Command 03 04

subcommand 00 00

Number of word access 
points 02

Number of double word 
access points 01

Device number 00 00 00

Device code a8

Device number 08 00 00

Device code a8

Device number 0b 00 00

Device code a8

50 00

ff

ff 03

03 04
Not presented 
in the traffic
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PCAP VS MANUAL

Not presented 
in the traffic

Protocol Comm Frame Data code

MC protocol
(MELSEC 

communication 
protocol)

Serial

4C ASCII or binary

3C ASCII

1C ASCII

SLMP
(Seamless Message 

Protocol)
Ethernet

3E ASCII or binary

1E
ASCII or binary
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L          H
FFН 03НFFН00Н50Н 00Н

Device
No.

XX XX XX

Device
code

Sub
command

XX XX

Word
access
Points

XX

Dword
access
Points

XX

Word access

03Н 04Н

Device Read 
Random

0403H
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M PROTOCOL VS MANUAL
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00Н 00Н

L          H
0CН 00Н00Н

L          H
FFН 03НFFН00Н50Н 00Н

Device
No.

XX XX XX

Device
code

Sub
command

XX XX

Word
access
Points

XX

Dword
access
Points

XX

Word access

03Н 04Н

Device Read 
Random

0403H

[Request] Binary 3E

Subheader
Fixed value 50 00

Serial number N/A

Free N/A

Access route

Network No. 00

PC No. ff

Request destination 
module I/O No. Ff 03

Request destination 
module station No. 00

Request data length 14 00

Monitoring timer 0a 00

Request data

Command 03 04

subcommand 00 00

Number of word 
access points 02

Number of double 
word access points 01

Device number 00 00 00

Device code a8

Device number 08 00 00

Device code a8

Device number 0b 00 00

Device code a8

50 00

03 04

a8

Device code

ff
ff 03
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It’s alive!
Oops!

It works!

PRELIMINARY 
RESULTS

Protocol ports

Initial scripts
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RESEARCH



▪ Soldered and dumped 
external flash memory, 
there is no firmware or 
keys on it

▪ CPU legs rang, hooked up 
to JTAG, successfully 
connected with a 
programmer

▪ CPU returned that it is 
locked and “ID Code” is 
required for further 
communication

• By indirect signs inside 
firmware there are AES128 
encryption, SHA256 and 
ECDSA256 integrity check

• AES keys and ECDSA 
parameters are not in the 
firmware before 
decryption 

13

PROBLEMS WITH ACCESS TO FIRMWARE

Firmware updates
are free to download

Applied cryptography 
expert conclusion

Hardware expert 
conclusion

But! Firmware updates 
are encrypted

Nothing can be extracted 
without flash reading

Failed to dump CPU flash
We didn't get the firmware

I decided to continue
the research

Resume? y/n

1

2
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RTFM RULE!

Device Type ASCII Bin 
Input

Bit

X 9Ch

Output Y 9Dh

Internal relay M 90h

Data register
Word

D A8h

Link register W B4h

PLC control

Security

Run, Stop, Reset, Pause

Firmware
update
Via SD card

Date and time

File system

Create, open, read, write, 
close, etc. 

Devices

Regions of the PLC 
memory available

PLC setup

Settings are loaded as files

File and remote password

Get and set

Everybody knows -

Nobody follows...
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GX WORKS3

Programs creation: 
Ladder, ST, FBD/LD, 
SFC

Commands
captured traffic 
for menu items

Devices
PCAPs for 

read/write monitor

Settings
diff between files 

with set/unset option

What can we get

Settings:
CPU module, I/O 
module, project

The Simulator

Read from/ write to
Device

Monitoring and 
debugging
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THE SIMULATOR

Localhost 
connection

TCP only 
interaction

Port type 55xx, 
not only 5562 

Protocol looks 
similar to PLC

Operation of a programmable controller 
can be checked in a personal computer 
without using the actual module 

Simulating
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THE STRUCTURE OF THE SIMULATOR

FX5U.dll
‘FX5U CPU’ 

‘FX5U-32MT/ES’

Standalone run of the simulator without GX Works3
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COMMAND BRUTE FORCE

PLC
83 commands

Simulator
54 commands
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COMMAND TYPES

0101 - Read Type Name
0401 - Device Read Batch
0403 – Device Read Random

Manual – 37 1827 – Open File
1828 – Read File
1829 – Write File
182A – Close File

1001 - Remote Run
1002 - Remote Stop
1003 – Remote Pause
1006 – Remote Reset

1401 – Device Write Batch
1402 – Device Write Random
1630 - Remote Password Unlock
1631 - Remote password Lock

PLC - 83

GX Works3 ~ 60

0103
0114
1140
1145
1146

1650
1651 
1879
187C
187F

Simulator - 54

0410
0411
0412
0413
0414

1410
1411
1413
1414

1866
1867
1868
1869
186A
1879

1601
1602
1730
1731

1001
1002
1003
1005
100A

0121
0140
0240

Stubs - 11

0103
0114
1140
1145
1146

1650
1651
1879
187C
187F
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DEVICE BRUTE FORCE

PLC
32 devices

Simulator
32 devices
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DEVICE TYPES

GX Works3 - 20

Simulator - 32

Unknown - 12

PLC firmware - 32

01 08 15 21 3F 44 49 56
02 10 16 27 40 45 4A 60
03 11 17 30 41 46 54 62
04 14 20 31 42 48 55 E3

A0 – Link relay
98 – Step relay
A8 - Data register
B4 – Link register
C2 – Timer

Manual – 20

9C – Input
9D – Output
90 - Internal relay
92 – Latch relay
93 – Annunciator

C8 – Retentive timer
C5 – Counter
56 – Long counter
A1 - Link special relay
B5 - Link special register

91 - Special relay
A9 - Special register 
CC – Index register
AF - File register
62 - Long index register
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REVERSE 
ENGINEERING

Problems and solutions

No debug symbols

No text strings

Common info from manuals

Interaction with GX Works3

Brute force results

Scripts to interact via protocol

Similar protocol 
documentation

Error codes from manual

We can research the simulator 
with a debugger
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SIMILAR PROTOCOL DOCUMENTATION

Device Read 
Random

0403HType1_Cmd_04_11
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ERROR CODES FROM MANUAL

Error code Error name Error details and cause

413АН File related error
The specified file has exceeded 
the already existing file size.
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SIMULATOR MEMORY MAPPING

IDA Python Scripts

Analysis of xrefs outside known segments

Grouping offsets - creating segments

Making xrefs inside newly created segments
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DEBUGGING & IMAGE REBASE

Transferring results

IDA Python 
Scripts

Image rebase

Work IDA base Debug IDA base
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RESULTS
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PROTOCOL DESCRIPTION 
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WIRESHARK DISSECTOR
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DEVICES AND COMMANDS

Cmd Cmd Name Man 

0121 Model Name 0101 

0410 Batch Read 0401 

0411 Random Read 0403 

1001 Remote RUN 1001 

1002 Remote STOP 1002 

100A Remote RESET 1006 

1410 Batch Write 1401

1411 Random Write 1402

1650 Remote Password Unlock 1630

1651 Remote password Lock 1631

1867 Open File 1827 

1868 Read File 1828 

1869 Write File 1829 

186A Close File 182A 

Dev Name ASCII Man

01h Internal relay M 90h

02h Special relay SM 91h

03h Latch relay L 92h

04h Annunciator F 93h

08h Step relay S 98h

10h Input X 9Ch

11h Output Y 9Dh

20h Data register D A8h

21h Special Register SD B5h

27h File register R AFh

30h Link register W B4h

42h Timer TN C2h

46h Counter CN C5h

60h Index register Z CCh
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SCRIPTS 
SYSTEM

Run_1001.py

Stop_1002.py

Reset_100A.py

GetModelName_0121.py

BatchRead_0410.py

RndRead_0411.py

BatchWrite_1410.py

RndWrite_1411.py

PoC_ReadFile.py

FileControl.py

BruteRndRead.py

FileCreate_1867.py

FileRead_1868.py

FileWrite_1869.py

FileClose_186A.py

MitsuClass.py SetUpNet.py

DeviceAccess.py

Command implementation

File Abstraction LayerDevice Abstraction Layer

Protocol Abstraction Layer Network settings



DEMO KNIGHT 
RIDER K.I.T.T.
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Link to video: https://youtu.be/vM1YgZjh_A8

https://youtu.be/vM1YgZjh_A8
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VULNERABILITIES
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MITIGATION TIMELINE

Dec. 15,
2021

Dec. 21, 
2021

Jan. 14,
2022

Jan. 21, 
2022

Mar. 31, 
2022

May 17, 
2022

Nov. 24, 
2022

Report sent to 
Mitsubishi

Mitsubishi 
confirms the 
report and 
shares it among 
departments

PLC development 
department 
confirms eight 
PLC bugs. 
Advisory 
scheduled for
February 2022

GX Works3 
development 
department 
accepts seven 
bugs. Advisory 
planned for 
November 2022

First advisory with 
six PLC bugs: 
CVE-2022-25155, 
CVE-2022-25156, 
CVE-2022-25157, 
CVE-2022-25158, 
CVE-2022-25159, 
CVE-2022-25160

Second advisory 
with two 
PLC bugs: 

CVE-2022-25161, 
CVE-2022-25162

Third advisory with 
seven bugs in GX 
Works3: 

CVE-2022-25164, 
CVE-2022-29825 , 
CVE-2022-29826 , 
CVE-2022-29827 , 
CVE-2022-29828 , 
CVE-2022-29829 , 
CVE-2022-29830

https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2021-031_en.pdf

https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-004_en.pdf

https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-015_en.pdf

https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2021-031_en.pdf
https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-004_en.pdf
https://www.mitsubishielectric.com/en/psirt/vulnerability/pdf/2022-015_en.pdf
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FX5U PLC VULNERABILITIES

CVE Description CVSS

CVE-2022-25155
Use of Password Hash Instead of 
Password for Authentication
(CWE-836)

5.9

CVE-2022-25156 Use of Weak Hash(CWE-328) 5.9

CVE-2022-25157
Use of Password Hash Instead of 
Password for Authentication
(CWE-836)

7.4

CVE-2022-25158
Cleartext Storage of Sensitive 
Information (CWE-312)

7.4

CVE-2022-25159
Authentication Bypass by Capture-
replay (CWE-294)

5.9

CVE-2022-25160
Cleartext Storage of Sensitive 
Information (CWE-312)

6.8

CVE-2022-25161 Improper Input Validation (CWE-20) 8.6

CVE-2022-25162 Improper Input Validation (CWE-20) 5.3

If these vulnerabilities are exploited by a 
malicious attacker, an unauthenticated 
attacker may be able to log in to the 
products or the information in the products 
may be disclosed or tampered with.

Affected products
• MELSEC Series iQ-F
• MELSEC Series iQ-R
• MELSEC Series Q
• MELSEC Series L

These vulnerabilities could allow a 
malicious attacker to cause a DoS 
condition for a product's program 
execution or communication by sending 
specially crafted packets. For CVE-2022-
25161, a system reset of the product is 
required for recovery.

Affected products
• MELSEC iQ-F series
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GX WORKS3 VULNERABILITIES

CVE Description CVSS

CVE-2022-25164
Cleartext Storage of Sensitive 
Information (CWE-312)

8.6

CVE-2022-29825
Use of Hard-coded Password
(CWE-259) 

5.6

CVE-2022-29826
Cleartext Storage of Sensitive 
Information (CWE-312)

6.8

CVE-2022-29827
Use of Hard-coded Cryptographic Key 
(CWE-321)

6.8

CVE-2022-29828
Use of Hard-coded Cryptographic Key 
(CWE-321)

6.8

CVE-2022-29829
Use of Hard-coded Cryptographic Key 
(CWE-321)

6.8

CVE-2022-29830
Use of Hard-coded Cryptographic Key 
(CWE-321)

9.1

If these vulnerabilities are exploited by 
malicious attackers, disclosure or 
tampering of the product's information 
could allow unauthorized users to gain 
access to the MELSEC iQ-R/F/L series 
CPU modules, and MELSEC iQ-R series 
OPC UA server module, to view and 
execute programs, or to view project 
files illegally.

Affected products
• GX Works3
• MX OPC UA Module Configurator-R
• GT Designer3 Version1 (GOT2000)
• Motion Control Setting
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SECURITY FUNCTIONS

Block 
Password

To prevent illegal accessing 
and viewing of programs (in
program component units)

Security 
key

To prevent illegal accessing 
and viewing of programs (in
program file units)

Security 
key

To prevent illegal execution 
of programs

File 
password 
32

To prevent illegal 
reading/writing of files

Remote 
password

To limit access from outside 
a specific communication 
path

IP filter 
function

Blocks access from an 
invalid IP address by 
identifying the IP address of 
an external device via the 
Ethernet
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HASH INSTEAD FILE PASSWORD
CVE-2022-25157 (7.4)

File  Password Hash

187F - Authentication 
File Password 

1879 
Registration/Change/

Deletion File Password

1867 – Create/Open File 

1867 – Create/
Open File 

File  Password 
Hash

0E44 – Incorrect 
file password

Success
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NO FILE PASSWORD
CVE-2022-25158 (7.4)

Remote password

Remote 
password file Success1869 - Write File
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HASH INSTEAD REMOTE PASSWORD
CVE-2022-25155 (5.9)

1002 – Remote STOP

Remote  
Password Hash

1650 - Remote 
Password Unlock

1741 – PLC is locked
Unlock it first
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WEAK REMOTE PASSWORD HASH
CVE-2022-25156 (5.9)

1650 - Remote 
Password Unlock

ProjectFile

RemotePassFile

Remote Password Hash

Network

PC

Network, PLC

Remote Password

RemotePassFile

Remote Password 
Hash
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CLEARTEXT STORAGE
CVE-2022-25164 (5.9)

ProjectFile

RandomNameFile

Remote Password
Remote Password 
Hash
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SECURITY KEY

Access to programs Execution of programs in CPU



SECURITY KEY INTERNALS

SecurityKeyValue

Security key creation

Program Project

CPU Memory

SecurityKeyName

Windows User SID

HDD Volume ID

SecurityKeyCreateTime

AuthCode_sec

User’s PC

User

AuthCode

ProgramFile

1145 - Write Security 
Key Command

SecKey_sec

SHA256

SHA256

EthKey_sec

EthernetKey

HMAC

44
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SECURITY KEY CAPTURE-REPLAY
CVE-2022-25159 (5.9)

1145 - Write Security Key 

SecurityKeyCreateTime

EthernetKey

SecurityKeyName
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SECURITY KEY CLEARTEXT STORAGE

CVE-2022-25160 (6.8)

ProgramFile

PLC File System

CVE-2022-29826 (6.8)

ProgramFile

ProjectFile

SecurityKeyValue SecurityKeyCreateTimeSecurityKeyName
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HARD-CODED CRYPTO KEYS

SecurityKeyValue

AuthCode

SecKey_sec

SHA256

SHA256

EthKey_sec

EthernetKey

CVE-2022-29827 (6.8)

CVE-2022-29828 (6.8)
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COPY OF SECURITY KEY
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HARD-CODED IMPORT PASSWORD
CVE-2022-29825 (5.6)

Hard-coded Import 
Password

Key List Is Empty

FileOfAllKeys

All Keys Are Imported
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HARD-CODED CRYPTO KEY
CVE-2022-29829 (6.8)

SecurityKeyName

SecurityKeyCreateTime

AuthCode

Import Password

FileOfKey AES

ItyKey_sec

ItyIV_sec
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HARD-CODED PROJECT CRYPTO KEY
CVE-2022-29830 (9.1)

SecurityKeyName

SecurityKeyCreateTime

SecurityKeyValue

Project Settings

ProjectFile AES

TxcKey_sec

TxcIV_sec
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DOS & DEMO
Let’s get the

party started
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INTEGER OVERFLOW
CVE-2022-25161 (8.6)

DevOff_To_RealAddr function

RealAddr = DevStartAddr +

DevOff * UnitSize

DevOff checking for Max – compare 
with the size of device - DevSize

If RealAddr = 0, then check 
DevOff for Max didn’t happen

DevStartAddr = 0x66000, UnitSize = 2

DevOff = 0xFFFCD000

RealAddr = 0x66000 + 0xFFFCD000 * 2 = 0

RealAddr = 0x66000 + DevOff * 2

1

2
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CVE-2022-25161 PoC DEMO

Oil pumping station

Main pump units

Shut-off and control valves

PLC controls pumps and valves

Process status and parameters 
are on the SCADA screen

Link to video: https://youtu.be/WVlkyBtdIsM

https://youtu.be/WVlkyBtdIsM
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OUT-OF-BOUNDS READ
CVE-2022-25162 (5.3)

FileBodyHeaderSize

FileBodySize = FileSize - HeaderSize
Size of the file body used for checksum calculation

FileBodySize = 6 - 0x4B43 = 
0xFFFFB4C3
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CVE-2022-25162 PoC DEMO
Water intake station

Water treatment plants

Clean water tanks 

Pond transfer pumps 

PLC controls pumps 

Process status and parameters 
are on the SCADA screen

Link to video: https://youtu.be/zC4OYG1Xbow

https://youtu.be/zC4OYG1Xbow
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PoC COMPARISON

CVE-2022-25161 CVE-2022-25162

CVSS:3.1 8.6 5.3

PLC state
Error state Work state

Working of the 
program

Signal on exits

Connection to ports
No connection to all 

ports
No connection to one 

port

PLC reachability by 
ping

PoC improvements

Kick out SCADA if it is 
connected to port 5560

Apply DoS PoC to each 
port in turn

No connection to all ports
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PLC ATTACK PATHS

CVE-2022-25161

DoS for execution

System Reset

CVE-2022-25157
Use Password Hash

CVE-2022-25158
No File Password for

RemotePassFile

CVE-2022-25162

DoS for all ports

Reset

Write to 
RemotePassFile

No access 

Brick

CVE-2022-25155
Use Password Hash

CVE-2022-25164
Hash And Password 

In Clear Text

Remote 
Password

File 
Password

No 
Security
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We analyzed the protocol 
and wrote a description of it

Wrote scripts to interact with 
PLC via the protocol

Found 15 vulnerabilities in 
the protocol, PLC and GX 
Works3

RESEARCH
RESULTS
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CONCLUSION

What’s next Special thanks to

Dmitry Sklyarov

Vladimir Nazarov

Iliya Rogachev

Industrial Control Systems 
Security Department

Research other series of 
Mitsubishi PLC: iQ-R, Q and L. 

Apply gained experience to 
research of other devices



THANK YOU

Questions & Contacts

@AntonDorfman

dorfmananton@gmail.com

?

linkedin.com/in/anton-dorfman-377771aa

https://www.linkedin.com/in/anton-dorfman-377771aa/

